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Society of composers, authors of literary works associated with music

and music publishers for collective rights management

Data Sharing Agreement -

Personal Data Protection Annex 

No 1 to Contract No_________/______________
This Annex (hereinafter “Annex”) constitutes an integral part of the Publishing Rights Collective Administration Agreement by and between   

1. MUSICAUTOR – an Association of Composers, Authors of Literary Works Related to Music and Music Publishers for collective administration of copyrights, Reg. No under company case 18208/1992 on the list of Sofia City Court, BULSTAT 831005050, with registered office and address of management: 17 Budapest Street, floor 4, city of Sofia, represented by Ivan Dimitrov – an Executive Director of the Association, hereinafter referred to as “MUSICAUTOR”

and 
2. __________________________________________________________________________________UIC __________________, with registered office and address of management: _________________, hereinafter referred to as “PUBLISHER”

Whereas in implementation of the obligations and exercising their rights under the Contracts signed by and between them, they shall share personal data among themselves.
I. SUBJECT OF AGREEMENT

1. The sharing of personal data between the Parties in pursuance of the Agreement aims to: 

1.1. perform the services described under the Agreement; 

1.2. support the efficient and effective communication between the Parties; 

1.3. ensure the compliance with all legal obligations to which one of the Parties is subject; 

1.4. the parties hereby agree that they will not process shared personal data in a way that is inconsistent with the agreed objectives.

II. SHARED PERSONAL DATA

2.1. The parties shall process the personal data of the following categories of data subjects:

(a) natural persons - authors of musical works, literary works related to music, arrangements and processing of musical works, of literary works related to music and of folklore works, as well as translations of literary works related to music, hereinafter referred to as “works” for which the Publisher has acquired rights or will acquire rights in the validity of the Collective Administration Agreement of the Publisher's Rights by and between MUSICAUTOR and the Publisher.

(b) Employees of MUSICAUTOR;

(c) Employees of the Publisher.
2.2. For the purposes listed under article 1 hereby, the following types of personal data may be shared between the Parties, and namely common personal data for individuals such as:

(a) identification data of the person: names, including pseudonyms, Personal Identification Number, date of birth, country of birth and country of residence.

(b) contact details: e-mail, correspondence address and telephone;

(c) bank information: merchant acquirer bank, bank account number and SWIFT code;


2.3. If for the purposes listed under Article 1 hereby, the Parties share special categories of personal data (sensitive personal data), such as: data on the health state of the person, including medical records, they shall be transmitted in compliance with all the requirements of the Data Protection Law (DPL) and the General Data Protection Regulation (GDPR).

III. FAIRLY AND LAWFULLY PROCESSING

3.1. Each party shall ensure that it processes the shared personal data fairly and lawfully. 

3.2. Each party shall ensure that it processes the Shared Personal Data on its own (and separate) appropriate legal basis. 

3.3. The Parties undertake to provide sufficient data to the personal data subjects regarding the Shared Personal Data, the circumstances under which they may be exchanged, the data exchange objectives and the recipients of the data, or the category of the type of organization that will receive the personal data.

IV. ACCURACY OF THE DATA

4.1. The person disclosing personal data shall undertake that the Shared Personal Data is accurate and complies with the requirements of the data protection legislation.

4.2. When a Party becomes aware of inaccuracies in the Shared Personal Data, it shall notify the other Party thereof.

4.3. The shared personal data is limited to the personal data described under Article 2 of this Annex.
V. RIGHTS OF THE DATA SUBJECTS 

5.1. The data subjects are entitled to obtain certain information concerning the processing of their personal data by requesting an access to data. Data subjects may also request correction, deletion, restriction or blocking of their personal data. In addition, the data subjects are entitled to data transfer, right of objection and the rights related to the automated decision making, including profiling under the General Data Protection Regulation (GDPR).
5.2. The parties agree that the responsibility for processing requests concerning the exercise of the rights of data subjects belongs to the Party that received the request. 
5.3. Upon receipt of a request to exercise rights, the parties agree to cooperate and provide reasonable and speedy assistance (within 10 days) in order to be able to comply with the requests for exercising the rights of data subjects and to respond to any other inquiries or complaints of the data subjects.

VI. DATA PROTECTION AND DELETION 

6.1. The Personal Data Recipient does not store or process Shared Personal Data longer than the time necessary to achieve the objectives listed under Article 1 of this Annex and the applicable law. 

6.2. Notwithstanding Article 6.1. above the Parties shall retain the Shared Personal Data in accordance with any legal or professional storage periods applicable to them.

VII. SHARED PERSONAL DATA TRANSFER

7.1. The Parties may transfer Shared Personal Data in compliance with all the requirements of the Data Protection Law (DPL) and the General Data Protection Regulation (GDPR).

7.2. When transferring data, the party to which they are transferred shall ensure that the shared personal data is adequately and equivalently protected.

VIII. DATA SECURITY

8.1. The person disclosing Personal Data is responsible for the security of the transmission of all Shared Personal Data when transferred to the Personal Data Recipient by using appropriate technical methods. 

8.2. The Parties agree to apply appropriate technical and organizational measures to protect the Shared Personal Data they hold against unauthorized or unlawful processing and against accidental loss, destruction, damage, alteration or disclosure, including but not limited to:

(a) restriction of the access and applying appropriate technological protection measures; 

(b) conducting a regular threat assessment or testing for systems hacking; 

(c) ensuring that all the staff working with personal data is aware of their responsibilities with regard to personal data processing; 

(d) allowing inspections and assessments by the other Party concerning the security measures taken or providing evidence of such measures, if so requested.

IX. DATA SECURITY AND REPORTING PROCEDURES BREACHES 
9.1. Each Party shall notify the other Party as soon as possible of any potential or actual loss of Shared Personal Data and in any case of identifying a potential or actual loss by providing the information necessary to assess what actions are needed in the light of the applicable legislation.

9.2. The Parties agree to provide in an efficient manner a reasonable assistance to facilitate the processing of any personal data breach.

X. DISPUTE SETTLEMENT WITH THE DATA SUBJECTS OR THE PERSONAL DATA PROTECTION AUTHORITIES 
10. In the event of a dispute or claim brought by a data subject or a data protection authority concerning the processing of Shared Personal Data against one or both Parties, each Party undertakes to inform the other Party without delay of any such disputes or claims.

This Agreement shall be signed in two identical copies, one for each of the Parties and shall constitute an integral part of the Contracts.

	For MUSICAUTOR:                                                                    For PUBLISHER:

__________________________                                                     __________________________

	Signature                                                                                          Signature

	_______________________________                                ________________________________________

	(names)                                                                                             (names)



